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A. Confidentiality Statement 
 

This document, and any attachments thereto, regardless of form or medium, is intended 
only for use by the addressee(s) and may contain legally privileged and/or confidential, 
copyrighted, trademarked, patented or otherwise restricted information viewable by the 
intended recipient only. If you are not the intended recipient of this document (or the 
person responsible for delivering this document to the intended recipient), you are hereby 
notified that any dissemination, distribution, printing or copying of this document, and any 
attachment thereto, is strictly prohibited and violation of this condition may infringe upon 
copyright, trademark, patent, or other laws protecting proprietary and, or, intellectual 
property.  In no event shall this document be delivered to anyone other than the intended 
recipient or original sender and violation may be considered a breach of law fully 
punishable by various domestic and international courts. If you have received this 
document in error, please respond to the originator of this message or email him/her at the 
address below and permanently delete and/or shred the original and any copies and any 
electronic form this document, and any attachments thereto and do not disseminate 
further. 

 

B. Submission Details 
 

Submission Deadlines 
 
All submissions for responding to this request must be submitted on paper and delivered to 
our office, as stated below, no later than: 
 
 

Friday, July 3, 2015 
No later than 5:00pm EDT 

 
 
Submission Delivery Address 
 
The delivery address to be used for all submissions is: 

 
ALEXANDER A.S EA 
Information Security Office 
6F GSIS Head Office 
Financial Center, Pasay City 
1308 
Voice:  (632)-859-0311 
Email: aasea@gsis.gov.ph 
 

Submission Questions and Clarifications 
 
You may contact the following person if you have any questions or require clarification on 
any topics covered in this Request For Proposal: 
 

ALEXANDER A.S EA 
Information Security Office 
6F GSIS Head Office 
Financial Center, Pasay City 
1308 
Voice:  (632)-859-0311 
Email: aasea@gsis.gov.ph 

mailto:aasea@gsis.gov.ph
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Electronic Submissions 
 
Electronic submissions in response to this Request for Proposal will be accepted as long as 
they meet the following criteria:  
 
Sent via email to: aasea@gsis.gov.ph 
 
Document standards: 

Must be in PDF format 
Containing the company seal or the proponent 
 

 
 

C.  Terms of Reference 
 

1. Project Scope 

The winning bidder is responsible for the following: 
1. Supply, installation and configuration of the project 

2. Software and hardware warranty and maintenance from the date of 

acceptance. 

3. Capability building/training 

4. Project documentation 

5. Technical Support off-site and on-site. 

 
 

2. Minimum Technical Requirements 

2.1. General Requirements 
2.1.1. The proposed solution shall include hardware and software including 

operating system. 
2.1.2. The security analytics must be of perpetual license. 
2.1.3.  Configure and deploy the Security Analytics Enterprise Solution based on 

it Distributed Search Architecture 
2.1.4. Configuration and/or installation (if any additional) on the data sources in 

order to collect and index data from it. 
2.1.5. Creation of at least three (3) custom dashboards based from the client’s 

requirement. 
2.2. Hardware requirements 

2.2.1. CPU: minimum of 16 Cores 
2.2.2. Memory: minimum of 16 GB 
2.2.3. Storage: at least 1TB for search head server and at least 2TB for the indexer 
2.2.4. Supports: copper or optical interface 

2.3. Software Requirement 
2.3.1. The solutions must support agent and agentless method of data 

collection 
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2.3.2. The solution should be able to search through all the data stored have 
its own search engine that can perform a search from a high-level 
perspective up to the most specific and well defined search parameters 

2.3.3. The solution should support event collection from non-standard or 
custom event sources including in-house applications 

2.3.4. Able to filter messages or logs from source devices during data 
collection 

2.3.5. Should provide logical segregation of log data that can be viewed by 
different groups of users. 

2.3.6. Should be able to correlate activities across multiple devices to detect 
security events such as but not limited to authentication failures, work 
outbreaks and other operational events. 

2.3.7. Should provide out-of-the-box capability to drill down on output data. 
2.3.8. Should support role-based access control 
2.3.9. Should support LDAP authentication. 
2.3.10. The solution should make use of available strong cryptography and/or 

security protocols such as SSL/TLS to safeguard sensitive data during 
transmission over public and private networks. 

2.3.11. The solution should be able to monitor custom application logs. 
2.3.12. The solution should support forwarding/exporting of logs/data to 

another logging system/applications. 
2.3.13. The solution should be able to generate alerts (e.g send an email, run a 

script ) based on filter pattern matches 
2.3.14. The solution should be able to build reports, graphs, charts, 

visualizations, and summarize top values and show the frequency of 
conditions. 

2.3.15. Should be able to support exporting of reports through various formats 
such as PDF or CSV.  

2.3.16. The solution should have the capability to create personalized 
dashboards. 

2.3.16.1. Security Dashboard 
2.3.16.1.1. Able to generate security reports such as but not limited to 

attacks, attack sources (IP and/or geo-location), targets 
2.3.16.1.2. Able to generate malware report (Top virus, malware, 

advance persistent threats (APT) 
2.3.16.1.3. Inbound Web Activity Report (sites, transactions, 

connections per seconds (CPS), concurrent logins 
2.3.16.1.4. Supports endpoint report (Antivirus versions, patch 

compliances) 
2.3.16.1.5. Outbound Web Report (Top sites/Users/Blocked sites) 
2.3.16.1.6. Email Security 

2.3.16.2. Network and Server Monitoring Dashboard 
2.3.16.2.1. Successful and failed  logins  
2.3.16.2.2. Privileged accounts logins 
2.3.16.2.3. CPU, memory , storage  
2.3.16.2.4. Netflow 
2.3.16.2.5. Changes (System or configuration ) 
2.3.16.2.6. Supports File integrity change 
2.3.16.2.7. Patch compliance 
2.3.16.2.8. Database audits (without turning on database logging 



 

 

2.3.16.3. SAP Security Dashboard 
2.3.16.3.1. Successful and failed  logins  
2.3.16.3.2. Privileged accounts logins 
2.3.16.3.3. Active and dormant users 
2.3.16.3.4. Transaction logs 
2.3.16.3.5. Application errors 
2.3.16.3.6. Tcodes used 

2.3.16.4. Active Directory Dashboard 
2.3.16.4.1. Privileged accounts logins 
2.3.16.4.2. User compliance report (active, dormant, locked accounts 

failed logins, users without passwords, users with expiring 
passwords, never expire password) 

2.3.16.4.3. Computer report (active, inactive, disabled, OS, )  
2.3.16.4.4. Group report (recently created, modified or deleted groups) 
2.3.16.4.5. AD report (new, deletions, changes on AD configurations or 

resources) 

 

3. Warranty and Maintenance from the date of acceptance. 

3.1. Software warranty and maintenance for one (1) year enterprise license 

including subscription on upgrade(s) and update(s). 

3.2. Hardware warranty and maintenance for three (3) years including free 
replacement on parts and labour.  

4. Capability Building 

4.1. The vendor shall provide classroom type administrator’s training to at least 3 
participants including training hand-outs with hands-on. 

5. Technical Support 

5.1. One (1) year technical support period from the date of completion and 
acceptance 

5.2. Technical support response time must be at most one (1) hour for phone support 
and at most two (4) hours for onsite support. 

5.3. Off-site support should be available via email and internet 

6. Documentation 

The vendor shall provide project documentation such as but not limited to: 
 Project Plan 

 Systems configuration 

 System procedure and maintenance including shutdown and power up 

procedure. 

7. Vendor Requirements 



 

 

7.1. The prospective bidder should have at least three (3) year experience in deploying 
and supporting security analytics or operational intelligence products 

7.2. The prospective bidder should be an Authorized Partner of the proposed 
solution. Bidder must submit a current and valid certification from the 
manufacturer issued within the relevant period which indicates that the bidder 
is an authorized partner, showing their level of partnership. 

7.3.  Must have at least one (1) certified solution architect/engineer/administrator of 
the product being proposed. 

 


